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PROTECTING YOUR PRIVACY

Medical Data Recovery Source, Inc. (MDRS)
understands the importance of maintaining the security
and confidentiality of your personal information.

MDRS provides secure management of your personal
medical information via the internet with a goal of
improving your health and reducing costs for medical
services through accurate record management.

Technologies: MDRS has designed and developed
the mdrscard system to ensure the protection and
privacy of your information using state-of-the-art
internet technologies. The MDRS system is housed in a state-of-the-art data center located in
Central NY using the secure (Secure Socket Layer — SSL) certificates and 128-bit encryption to
ensure the protection of your personal medical information.

Information Availability: The MDRS system has been designed for access to your information
24x7, 365 days a year. Your information is backed up on a daily basis and our data center has
protection against power failure through backup power and generation systems.

HIPAA Compliance: The Health Insurance Portability and Accountability Act, also know as
HIPAA, is designed to protect the handling and distribution of personal health information by
health care providers. Although MDRS is not a health care provider, our system is designed to
comply with the HIPAA standards for handling of your electronic medical information.

Protecting Your Privacy: MDRS will not sell or distribute any of your personal information and
will only use member information internally for the purpose of generating statistics about how the
site is used by members.

Requesting CD Copies of Your Medical Information: The MDRS system is designed to
maintain and access your personal medical information in electronic form via the internet. Users
with a Premier membership will receive a copy of their records in a Portable Document Format
(PDF) format on CD once per year as part of their normal membership fee. Should you desire to
receive a copy of your medical information in either printed or in a Portable Document Format
(PDF) and you are not a premier member, MDRS will provide this service to members via a
personal information release request for a small processing fee. For more information about this
process contact MDRS at (315) 472-8578.
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